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VPN TRUNK

VPN TRUNK means a VPN technology connects two
private networks with multiple VPN tunnels and

provides both load balance and fail-over
functionalities.

VPN TRUNK : =
1. VPN Backup N f;-'ﬁf-f
2. VPN Load Balance |

N etww etwork?
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VPN TRUNK Management WEB UI

Backup profile |I51‘]

Setto Factorny Default |
Mote: [Active:MNO] The state may be Disable or Dial in Lan to Lan profile at present.
Ho. Statu= Hame m]:-erl Aotiwve) Trpe m]:-erE Actiwve ) Type
1 = VpnBaclkupl ] — et T 2TEF ower IPSec({HUST )
=2 = VpnBaclkup TES TIPS YTESYIPS=eo
=2 wr VpnBaclkup 3 YTESIIPSeo YTESYIPS=eo
Advanced I I'\.\,.-"pnBacl{up'] vl
Load Balance Profile LiST] | Setto Factorny Default |
Mote: [Active:MNOD] The state may be Disable or Dial in Lan to Lan profile at present.
Ho. Statu= Ham=e Memberl{Active ) Tyrpe MHembexr2 (Aot 1ve ) Tuype
1 = VpnIlLE1l 1¢{¥ESI1FPTE 2 { ¥ES) IPSec
= w VpopnLE?2 9{ ¥ES) IPS=ec 10(¥ES) IPS=c
3 w VonLE?3 11 (¥ES)IIPS=c 12 (¥VES)I IPS=c
4 = VpnILEA4 12 (¥ES) IPSec 14(¥ES)I IPS=c
Advanced I IVanEI'I "I

General Setup

Status ' Enable  Disahle

Profile Hame I

IF'Iease choose the combination that you want. ;l

IF"Iease choose the combination that you want. ;l

Attribute Mode

Mo, <MName= ﬁCDnnectlnn Type} e ol Ser‘-.-’erlF'l_‘F'rwate Metwoark) =

1Y 2udi IPSec 192 168.2.39(20.20.34.0)

16) Bentley IPSec 192 1682 4020 .20.35.0)

17 Bty IP=ec 192.168.2.41(20.20.36.0)

18] Buick IFSec 192 165.2.42(20.20.37.0)

198 Cadillac IPSec 192.1658.2.43(20.20.358.0)
Chrysler IFSec 192.165.2.44(20.20.39.0)
Citroen IPSec 192 168 .2 45(20.20.40.0)
Ferrari IFSec 192.168.2. 46020.20.41.0)

Fiat IPSec 192 165.2.47(20.20.42.0)

_ : VIGOROUS BROADBAND ACCESS
DrayTek DrayTek




VPN Backup Mechanism Features

© Real-time

© Support All VPN Protocols : IPSec, PPTP, L2TP,
L2TP over IPSec and ISDN (depends on
hardware specifications)

© Mail Alert

© Syslog

© Specific ERD (Environment Recovery Detection)
mechanism.
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VPN Load Balance Mechanism

1. Three's algorithms
(1) Round Robin ( 1:1)
(2) Weighted Round Robin
* Auto Weighted Mode : Auto Detect
* According to Line Ratio Mode : Manual
( Memberl:Mermber2 Range => 1:99, 2:98 ~ 97:3, 98:2, 99:1 )
(3) Fastest — Auto select fastest tunnel

2. VPN Load Balance Live Demo
--> Data transmission when one tunnel disconnected
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VPN Load Balance Mechanism
Binding Tunnel Policy

WPN Load Balance - Binding VPN Tunnel Policy

Active: In-active 'I

Tunnel Bind Table Index: (14007

Binding Dial Out Inde:x: G

Binding Src IP Start: End:

Binding Dest IP Start: End:

Binding Dest Port Start: End:

Binding Fragmented: NO = Binding Protocaol; |ANY E

Detail Information

[VPMN Load Balance Profile name  GWpnLE ] =
No.l ——-> Tunnel EBind Takhle Idnex :1

BEinding Dial Out Index = 1

Einding protocol = QTHEE Protocol 47
Binding 3rc IF = 192.165.10.24 ~ 192.165.10.25
Binding Dst IP = 192.168.1.20 ~ 192.168.1.20

Einding D=t Port = 123 ~ 123
Einding Fraogmented = NO
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DrayTek

GRE over IPSec

traffic

IPSec L2TP over|PSec GRE over|PSec
IKE phase 1 IKE phase 1 IKE phase 1
_ ) PSKIRSA PSKIRSA PSKIRSA
authentication IKE phase 2 N/A IKE phase 2
NIA L2TP GRE
{ User name) { Key Field)
Tl'ﬂfﬁC thl'()llghpllt 58 ~ 64 Mbps 13 ~ 17 Mbps 56 - 60 Mbps
WinUWS High High Low
Applicatiﬂn { Smart VPN Client Feature }
Multi-connection sl t=s 1o5
{ LZL IPSe¢ Load Balance }
GI'GUDS— Mo Mo Yes
S {Feature}
Iransmission
Defines a logical he e SR 2850
{Feature}

*In some case,we need GRE/IPSec when do two IPSec tunnel load balance
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VPN Backup Demo
-Specific ERD mechanism

1. Normal Mode ( Live Demo )

->next tunnel backup

2. Resume Mode ( Live Demo )

->memberl first backup.

Member 1(IPSec)

> e
. - i_gf,!'ﬁ"
: > ==
" ROISEA Member 2 (L2TP over Ipsec) Router B
(VPN Client) (VPN Server)

Member 1(IPSec)

Member2 (L2TP over Ipsec) .F{nuter B

(VPN Server) ) rquek
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(VPN Client)



VPN Backup Demo
( AutoDrop Mode)

3. AutoDrop Mode ( Live Demo )

->Auto recover main VPN tunnel.

->Try to connect main VPN tunnel every given period.

Asia(subsidiary)

Main VPN Tunnel

| Ftnmer.h
(VPN Client)

BackuplVPN Tunnel

Europe
(headquarters)

Router B
(VPN Client)
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VPN Load Balance Demo
(1. Round Robin )

WAN1: Tunnel-1 PPTP(MPPE) ARl

VPN Load% B.alance =
Device i =

WANZ2: Tunnel-2 IPSec-AH
VPN Load Balance Demo - Round Robin

see syslog(call log page)

. — o pDialoutIndex i Z)-- = LAN.site
LAN §Jt§_ £| I I \.'i.;;.;.rzlgajseries _I %iDiEIGUtII—IdEﬁ{ : 1 ::l__ }’

| Pt et DSIOUEINd e 20— 2 ‘f
1] 12623

[ gl ot Index: 1 )-- = N
SEIP;CCESSLDE WRHLDEI Cithers | I'Ietwnrk'l::Diall:::“_ll:Ir":IE}: :E:l__ :::'
[ . i . _— A
'I.I'F.‘E;sliaogaedﬁalance ruroca[DakaSize;40]=== Src:192.168.1 IIDIEII:::IUI:II_II:IE:{ . 1 :I :::-
dEal o ize40]== 1192, 168, = .
T Lo e e oL DialOutIndex  2)-- =
YPM LoadBalance ~rer[DataSize:40]==> Src;192.165.1

VPN LoadBalance ~~~{DataSize: 40]==> Src:192.168.1 -|:D|a|l:::ll_||:1|_||:l|3}: ] :I—— =

WPM LoadBalance rrer[DataSize:40]==> Srci192.165.1 = =
YPM LoadBalance crer[DataSize:40]==> Srci 192,168, 10,24 --{DialOutIndex:2)-- F Desk: 192,165.1.20
VPN LoadBalance ~r~[DataSize:40]==> Src;192,168.10.24 —-(DialOuklndex; 1)--F Desk: 192,168.1.20

WPM LoadBalance rrer[DataSize:40]==> Src:192.168.10.24 --(DialdutIndesx: 2)-4> Desk: 192, 165.1.20
WP LoadBalance ~~r~{Datasize: 40]==> Src: 192, 168, 10,24 ~-(DialoutInds:x: 114 = Dest: 192, 168.1.20 ray e

VPN LoadBalance ~rs[DataSize:d40]==>> Src;192,168.10.24 --(DialOuktlndex; 20 = Desk: 192, 168.1.20
WPM LoadBalance rree[Datasize:40]==> Src:192 168 10.24 --(DlaIOutIndex - Dest'192 168 1. VIGOROUS BROADBAND ACCESS
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VPN Load Balance Demo
(2. Weighted Round Robin — According to Line Ratio)

VPN Server

WAN1: Tunnel-1 PPTP(MPPE)

VPN LO a ..— . 13Mbps OMbps
e P *WAN2: Tunnel-2 IP ecpAH

1. 20:80
Total: 38 Mbps (PPTP-MPPE : 7 Mbps / IPSec: 31 Mbps)

2. 85:15 _LAN.site

Total: 17 Mbps (PPTP-MPPE : 13 Mbps / IPSec4 Mbps) "

3. 10:90 ‘ ’
Total: 48 Mbps (PPTP-MPPE : 4.9 Mbps / IPSec : 43.2 Mbps)

4, 1:99
Total: 60 Mbps (PPTP-MPPE :

0.6 Mbps / IPSec : 59.4Mbps)
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VPN Load Balance Demo
(3. Fastest )

WAN1: Tunnel-1 PPTP(MPPE) VPN Sepver

_. . heOM
Be an Ce !g

WKNZ Tunnel 6§Mﬂ35ec AH

VPN Load Balance Demo: Fastest
— Auto select fastest tunnel
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VPN Load Balance Demo

(4. Data transmission when one tunnel disconnected)

WAN1: Tunnel-1 PPTP(MPPE) VPN \___S_erver
VPN L : nce-"“" g ii',','[::;::-.;,l | o

Device'i “g=

>
WAN2: Tunnel-2 IPSec-AH
VPN Load Balance Demo:
— Any session will not be lost when one tunnel
disconnected. LAN _site
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