How to setup GRE over IPSec VPN for VPN Load Balance in
one WAN connection (2 WAN to 1 WAN)

Suppose we have the following scenario. There is only one WAN connection for Vigor2950, while
Vigor2930 has dual-WAN connection. You want to create two tunnels between Vigor2950 and
Vigor2930. One tunnel is set via WAN1 connection of Vigor2930, the other is set via WAN2
connection of Vigor2930. Both are terminated to the only WAN connection on Vigor 2950 WAN1

port.
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Since both Vigor2950 and Vigor2930 support VPN load balance feature, you may start the VPN
from Vigor2950 to Vigor2930 or from Vigor2930 to Vigor2950. Here will introduce settings for the
“Dual-WAN to One WAN” scenario (from Vigor2930 to Vigor2950).

For Vigor2930

1. Setup two IPSec LAN-to-LAN VPN profiles with Dial-Out direction.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles:
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2. Inthe profile of wan-1, configure a standard IPSec connection first. Type a Pre-Shared Key. In
this example, we use “test”.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Call Direction O pothl & Dial-out )2 Dial-In

O slways on

Enable this profile
Idle Timeout 300 SBCDﬂd(S)

YPN Connection Through: | WANT Only [J Enable PING to keep alive
Metbios Maming Packet  ®pPass OBlack PING to the IP I:I

Multicast wia WPM O pass @ eplock
{for some IGMP,IP-Camera,DHCP Relay..etc.)
2. Dial-Out Settings

Type of Server | am calling Link Type Bdk bps  »
O 1S0M Username |'??'? |

PPP Authentication PAR/CHAR

¥] Compression ® on O Off

Policy

Dial Mumber for ISON or

IKE Authentication Method
Server IP/Host Name for WPN, - .

(such as 5551234, draytek.com ar 123.45.67.89) | @& =Shared Key
|21EI.}<}{.}<}{.18 K IKE Pre-Shared Key ”----. ) |
O o i rel,
Peer 10
Local 1D

alternative Subject Mame First
Subject Mame First

Local Certificate

IPSec Security Method
O MediumfaH)

[ttty =0 | DES without Authertication +

3. Then configure GRE over IPSec as follows:

4. GRE over IPSec Settings

Enable IPSec !Z_)_i__e!-l;Out ﬁ-'”Ction_,G'ﬁ'_E-'E“.f'er--I-pggc-.m.__ —
O Logical Traffic My GRE.IF [192. 168. 5. 2
5. TCP/IP Network Settings s —

) PeerGREIP[152.168.5.1

My WAN IP .0 | RIP Direction [Disable |
Remote Gateway IP Lo From first subnet to remote network, you have to
: do =

-~ e
y "

[ |Route ¥| )
b, —Ermme

Remote Network IP

™,

Remote Netwaork M;-ék

i

Local Network IP Change default route to this VPN tunnel { Only

L oeal Network Mack Y single WAN supports this )




In the profile of wan- 2, configure a standard IPSec connection first. Type a Pre-Shared Key.
Note that the pre-shared key must be different from the one set in “wan -1”. In this example, we
use “1234”.

Profile Index : 1
1. Common Settings

Profile Name Call Direction O potff @ Dial-ou\ O Dial-In
Enable this profild [ Always on

Idle Timeout second(s)
VPN Connection Through: | WANZ Only i [ Enable PING to keep alive

Methins Maming Packet ®pPass OBlock PING tao the IP | |

Multicast via WPM OPass @ elack
{for some IGMP,IP-Camera,DHCP Relay. .etc.)

2. Dial-Out Settings
Type of Server | am calling Link Type B4k bps

Lsernarme |??? |

PPP Authentication PAP/CHAP +

Y1 Cormpression ® on O off

Dial Murmber for ISOM or _
IKE Authentication Method
Server IP/Host Name for WP, !

{such as 5551234, draytek.com or 123.45.67.89)
2108

ared Key
IKE Pre-Shared Key | eesss )} |

jgnatured, 50

Peer ID
Local ID
alternative Subject Mame First

Subject Mame First

Local Certificate

IPSec Security Method
O Medium( sH)
; 5Py | DES without Authentication %

ot

Then configure GRE over IPSec as follows:

4. GBE aver IPSec Settings

g %
' Enable IRSec Dial-Out function GRE onerIBSac
Peer ERE IP |192. 168. 6. |

|:|”.I:6g'i'ca-l Traffic My GRE IF‘ 19}& - ok |
5. TCP/IP Network Settings o g
My WAN IP oo RIP Direction [Disable v
Remote Gateway IP | 00 dgrom first subnet to remote network, you have to
Remote Metwork _ICP/’"‘ 1T2_1T1|:| \
Remote Networ}{ Mask ::255. 255, 266. 0 _' [
Local Network IP [10.1.1.0 Change default route to this VPN tunnel { Only

T | T Mas:[&"“-.x_.;g?iﬁ. 255.255.0 single WAN supports this )
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6. Open VPN and Remote Access >> VPN TRUNK Management page, add these two profiles
into a load balance trunk.

General Setup
Status ( @Enahle%)ﬂisahle

Profile Mame |tn\/ignr2950 |
Mernherl wan-1 IPSec 218653418 (17277 T8 v|
Member2 %2 IPSec 218X 418 W v|
Attribute Mode OBack@
| Add | [ Edit | |[Delete |
7. Press the Add button.
Load Balance Profile List | Setto Factory Default |
Note: [Active:NO] The LAN-to-LAM Profile is disable or under Dial-In{Call Direction) at present.
Ho. Status Hame Hemberl(ictivelTvpe HemberZiActive)llvpe
1w totigor2950 1{YES) IPSec 2(YES) IPSec

| Advanced | fovigor29s0 v |

8. Inthe VPN status page, you will find the following two connections:

WPHN and Remote Access => Connection Management

Dial-out Tool Refresh Seconds IE'MI

Ganeral Muda:l j Dial |
Backup Mode: | =| Dial

Load Balance Maode: WHTHOr.2060) 218X XX Diial
{toVigor2950) 218. XX . ¥x. 18

(toVigro2050) 218.XX.X¥.18
page no 66| B3]

Tx Tx Rx Rx
Pkts Rate Pkis R._\la

i [PSas Tunmel 218 1 3 : L, LT p—— 288 =5 10121 |
wand i DES-Ma &ubh D T T N A e B MY =t dioal = =2 didal EQp

Ny : Data i encrypted.
woooox @ Data isn't encrypred.
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For Vigor 2950,
1.  Setup two IPSec LAN-to-LAN VPN profiles with Dial-In direction.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:

Index Name Status
1. %
2. S
3. "
4. T =
5. 777 %

2. Inthe profile of VPN-IN-1, setup a standard IPSec connection first. Enable Specify Remote
VPN Gateway and type the IP address for Vigor2950 WAN-1 connection. Type a Pre-Shared
Key. In this example, we use “test”.

3. Dialdn Settings

Allowed Dial-In Type

Jsername | |
ISbH Password | |
RRTR Y1 Compression ® on O off
IPSec Tunnel
L2TP with IPSec Palicy | Mone IKE Authentication Method

Specify I§OM CLID or Remote YPMN Gatews
Pear ISDMN Nmber or Pear WPN Server IP

IKE Pre-Shared Key | oa@e® ) |

|Mg | Peer ID
or Peer ID | Local ID

alternative Subject Name First

Subject Mame First

IPSec Security Method
Medium (AH)
High (ESP)
DES 30ES BES



3. Then configure GRE over IPSec as follows. For Dial-In VPN connection, you don’t need to tick
Enable IPSec Dial-Out function GRE over IPSec.

4. GRE over IPSec Settings

] Enable IPSec Dial-out functign-GRE over IFSec = L
O Logical Traffic My GRE IP |192. 168. 5. 1 ./ Peer GREJP |192. 168. 5. 2

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 j RIP Direction Disable v
Remote Gateway IP [no.o.n From first subnet to remote network, you have to
i _ i A — —. dCl
P | 3 ut
Remote Netwqr_,. F 1 D 11EI ! % [Route v

Remote Metwork.Mask _'25__5.255. 285.0 |
More Change default route to this VPN tunnel { Only
single WAN supports this )

4. Inthe profile of VPN-IN-2, also setup a standard IPSec connection first. Enable Specify
Remote VPN Gateway and type the IP address for Vigor2950 WAN-2 connection. Type

“1234” as pre-shared key.

3. DialIn Settings
Allowed Dial-In Type Username | |

ISDMH Password | |
PPTP Y1 Compressian @ on O Off

IPSec Tunnel

L2TP with IPSec Policy | Mone IKE Authentication Method

SDN CLID or Remate PN Gateway (7| IKE Pre-Shared Key | oeeee ) |
SI=1Z D Tlumber or Peer WPN Server IP igital Signature(x.509)
116.233.1593.85 Paer ID
Local ID

or Feer ID |

alternative Subject Mame First

Subject Mame First

IPSec Security Method
Medium (&H)
High {ESP)
DES 3DES HES



5.

Then, configure GRE over IPSec as follows. For Dial-In VPN connection, you don’t need to
tick Enable IPSec Dial-Out function GRE over IPSec.

4. GRE over IPSec Settings

[] Enable IPSec Dial-Cut funcii
[ Logical Traffic Qy GRE IP |192 165.6.1 @f}ﬂ/
5. TCP/IP Network Settings
My WAN IP 0000 RIP Direction
Remote Gatewsy IP 0000 dDFram first subnet to remote network, you have to

Change default route to this WPM tunnel { Only
single WaMN supports this )

Remote Network IP

Remote Netwark Mask

VPN Load Balance can be applied just for Dial-out VPN profiles, therefore you don’t need to
set the load balance policy for Dial-In site.

In the VPN status page, you will find the following two connections:

WPH and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : ,_§ _VI
General Mode: |_ 2 _\j
Backup Mode: | -\_TJ
Load Balance Mode: ! _‘7,

VPN Connection Status

Current Page: 1 Page NO':-_- I

Virtual Tx Tx Rx Rx 5
VPN Type Remote 1P Metwork Pkts Rate Pkts Rate HpTime

_ o iAGiE. PEEEVASG e 1A p/od o 0 1 3 0:0:7
i A eeTAr Aok AdBlTEn LGB! ADG.Ed 1835 3 a1 3 43:33:55 | Drop




