How to Use PRTG to Monitor Vigor Router Network Traffic

Network Environment

Vigor2910
'gor Vigor2820
WAN WAN =
(61.216.232.71) (99.115.243.29) 192.168.28.11

Please follow the steps listed below:
1.  Open Vigor 2910 WEB Ul and select System Maintenance>>Management.

2. Inthe field of SNMP Setup, please configure the following settings as below.

System Maintenance == Management

Management Setup

Management Access Control Management Port Setup
@ User Define Ports ) Default Ports
[l allow management from the Internet Telnet Port 23 (Default: 23)
FTP Server
HTTP Port 80 (Default: 80}
HTTP Server
HTTPS Server HTTPS Port 443 (Default: 443)
Telnet Server FTP Port 21 (Default: 21)
SSH Server SSH Port 22 (Default: 22}
Disable PING from the Internet
SNMP Setup
Access List | v/ Enable SNMP Agent
List IP Subnet Mask Get Community public
t Set Community private
z M | Manager Host IP 59.115.243.29
3 -
Trap Community public
Motification Host IP
Trap Timeout 10 seconds
» Check the box of Enable SNMP Agent,
»  Use the default setting, Public for Get Community,
» Use the default setting, Private for Set Community,
» Input WAN IP of Vigor2820(e.g, Vigor2820’s WAN IP is 59.115.243.29) for Manager Host IP
» Click OK.



3. Open Vigor 2820 WEB Ul and select NAT>> Open Ports. Click Index number 1 to create a
profile.

NAT >> Open Ports Setup >> Edit Open Ports Setup

Index No. 1
[¥]Enable Open Parts
Comment SHNMP
Local Computer 192 168 28 11 | Choose PC
Protocol Start Port End Port Protocol Start Port End Port
1. TCP - 161 161 6 - 0 0
2, — - 0 0 7.o— - 0 0
3, - 0 0 g, — - 0 0
4, — 0 0 9., — - 0 0
5 — - 0 0 10, -— = 0 0
[ OK ] [ Clear ] [ Cancel ]

Check the box of Enable Open Ports.

Type the profile name in the field of Comment (e.g., SNMP)

Type the IP address in the filed of Local Computer as PRTG server (e.g., 192.168.28.11)
Choose TCP as the protocol and set 161 as Start Port and End Port

Click OK.
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4. Download and install PRTG software. After installing, run PRTG.
(PRTG download link: http://www.paessler.com)

Welcome to PRTG Traffic Grapher [

Welcome to PRTG Traffic Grapher. This easy4o-use bandwidth and asset monitoring application for
computer networks is available in three edttions, please choose the one that best fits your needs!

@ Use the Freeware Edition

This edition may be used for free for personal or commercial use. 1t is imited to monitoring only up
to three devices/sensors and will always show thig dialog upon startup.

© Run A Free Trial Of The Commercial Edition

Do you need more monitoring power than the Freeware Edition provides? The Trial Edition gives you
unlimited use for 30 days =0 you can test whether one of the commercial editions is right For you.

30 Days left i [

0 Purchase or Register a Commercial Edition

Choose this option to either buy a license now (starting at $59.95) or to enter your license key that you
have received upon your purchase (which will also hide this screen for the future).
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> Select Use The Freeware Edition.
> Click Next.



5. Click PRTG Traffic Grapher.

' PRTG Traffic Grapher - EL
File Edit Wiew Tags Extras Help ‘Order Upgrade

PRTG Traffic Graphar

() Click here o create yourfirst sensor

V/6.2.0.907 Freeware Edition 0 refreshs 48% CPU Loat

6. Click Next.

Add Sensor Wizard M

Welcome to the Add Sensor Wizard

This wizard will guide you step-by-step through the setup of new sensors for monitoring with PRTG Traffic
Grapher.

Creating new sensors involves three main steps:
1. Selecting the data acquisition technology
2. Selecting the device/server and scanning it for available sensors

3. Selecting the new sensors and choosing a group as well as an interval

Mote: § you want PRTG Traffic Grapher to scan your network automatically for SMMP enabled devices
please use the Automatic Metwork Discovery to create SMMP based sensors.

Flease click "Next" to continue!
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7. In Data Acquisition Type, select SNMP and click Next.

Add Sensor Wizard ﬁ
Data Acquisition Type /""\‘
Pleaze zelect the desired technology to acquire monitoring data @

0
@ SNMP (Simple Network Management Protocol)

=) Packet Sniffing

7) Netflow Collector

) Latency Monitoring

Sensor Aggregation

Help: SNMP (Simple Network Management Protocol)

0 SULSONS .

o SMMP Helper

Leam More._

8. In SNMP Sensor Type Selection, select Standard Traffic Sensor and click Next.

Add Sensor Wizard ﬁ
SHMP Sensor Type Selection ;
Please select the desired sensor type E.

@ Standard Traffic Sensor

71 SNMP Helper Sensor [,n,u vl

©) From OID/MIB Library A g

~) Custom SNMP Sensor
Device Template ::.H-:n lempia‘..es founci,‘

Help: Standard Traffic Sensor

nse this option o monitor the banawidth going in and out of & netwonkc oevice . {Lises MIB-I Standam




9. In Device Selection, please configure the relational settings as follows:

" Add Sensor Wizard L= |
Device Selection ’
Please enter the device connection data @
| Device Name/Alias: public |
| IP Address/DNS Name: 61.216.232.71 |
SHMP Version: + W1: Most commonty used. Try this one i you are not sure!

" W2c: Supports 64 bit counters (use this e.g. for Gigabit links)
" W3: Supports authenrtication and/or encryption

R 161 B |
| SNMP Community String: public |
Help

| <Back

1=
]
W

Cancel l

Y

Type Public for Device Name/Alias,

Type 61.216.232.71 for IP Address /DNS Name (location of network device that you want
to monitor, e.g., WAN IP address for Vigor2910, 61. 216. 232 .71)

Select SNMP Version V1

Set 161 for SNMP Port

Type Public for SNMP Community String

Click Next.
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10. In Sensor selection, click Connected. PRTG will automatically detect which interface that
Vigor2910 used. Then, click Next.

Add Sensor Wizard

Sensor Selection
Please select the sensors to create

71 #1 {LAN). Ethemet, Not Connected. 100000 kb./s. 32bit Courter
[[] #2 (BRIO:1), PPP, Undefined, &4 kb/s, 32hit Counter

[[] #3 (BRIO:2), PPP, Undefined, &4 kb/s, 32hit Counter

] #4 (WANT), Bthemet. Connected, 100000 kb./s. 32hit Counter

[ #5 (WAN2Z), Bthemet, Not Connected, 100000 kb./'s, 32bit Courter

[ Hide ports with existing sensors

Select the value to monitor: Bandwidth

Infa:

Connected to "Dray Tek Corporation”
Mame: vigor

Contact: info@draytek . com

Location:

« [m] »

[ <Back | Mex>

Cancel ]

11. In Additional Settings, enable Create New Subgroup and click Finish.

Add Sensor Wizard

Additional Settings

S
Please select the sensor settings @
J
Inzert Into Sensorist Below: INI Senzors v]
Create New Subgroup | public |
Scanning Interval [s]: 10 10to 60 seconds recommended
Tags ([comma separated): Select
< Back frish ||| Cancdl




12. Now, you can use PRTG to monitor network traffic of Vigor2910.

File Edit View

Extras

Help

Order Upgrade
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View: Data of Selected Sensor(s)
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